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Enhanced Login Security 
 
Enhanced Login Security uses one-time access code (OTP) technology to authenticate your computer or mobile device via 
email, text message, and/or a voice push. The OTP options you can select depend on the information you provide during 
login security setup. 
 
 
Login Security Setup 
When you are presented with the Login Security Setup page seen below, you have the option to set up one or more 
methods to receive a one-time access code (e.g., SMS text, automated voice call, email). 
 

 
 
The following options are available on this page. 
 
Text Message 
This option allows you to receive a short message (SMS) text with your one-time access code. To set up the phone 
number, select the type from the drop down field and enter the phone number in the fields provided and click the Activate 
button. 
 
A new window will open indicating the system has sent an activation code to your mobile device. You can then enter the 
access code in The code is: field and click the Activate button. If successful, a confirmation message is displayed 
indicating that the phone was activated. (The activated number is also auto-filled in the Automated Voice Call list that is 
described below.) 
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You can also click the Add another phone number link to activate additional mobile devices. You may also set up 
additional ways to receive their access code or click the Continue button at the bottom of the page to complete the setup 
process. 
 

 
 

 
 
Automated Voice Call 
This option allows you to receive a phone call at one of the numbers provided with a recorded message stating your one-
time access code. You will not actually speak with one of our representatives. 
 
To set up the phone number, select the type from the drop down field and enter the phone number in the fields provided. 
As noted above, when a phone is set up for text message, it is automatically added here, too. 
 

 
 

 
 
 
Email 
This option allows you to receive an email with your one-time access code at one of the email addresses provided. 
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Enter the email address to be used in the field provided. Users can also click the “Add another email address” link to setup 
additional email addresses. 
 
You may also set up additional ways to receive your access code or click the Continue button at the bottom of the page to 
complete the setup process. 
 

 
 

 
 
Challenge Questions (Mobile Banking only) 
This option allows you to answer the personal challenge questions that you select as an alternative to the other options 
described above.  If challenge questions have already been set up, they can continue to be used unless you choose to edit 
them. 
 
Select the question you want from each drop-down field and enter the answer in the associated Answer field. Make sure 
you select questions and answers that you will remember and that only you know. 
 
You may also set up additional ways to receive their access code or click the Continue button at the bottom of the page to 
complete the setup process. 
 

 
 

 
Extra Login Security 
This option allows you to indicate how you want to handle login security from your private computer and any public 
computer (like at a library or at school) that you might happen to use. 
You will be presented with two sections: 

 Select the Yes, I want extra login security to apply login security. This option is recommended and only 
displays if Login Security is an optional feature. 

 Setup for the computer that is currently being used: Select the Private option if it is the private computer; select 
the Public option if it is a public computer. 
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When you have completed the fields, click the Continue button. The confirmation screen shown below is displayed, and 
if everything is fine, click the Save and Continue button. 
 

 
 
 
Note: A user may have the option of postponing Login Security setup for a set number of times by clicking the Complete 
this setup later link or the Complete this later button if it is mandatory and it is allowed. If Login Security is optional, the 
user can click the check box to not show the setup screen again in the future. 
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Using Login Security 
If you are setup for login security and attempt to log in from an unrecognized computer, the system will present a screen 
asking how you want to receive the one-time access code: Text, Voice or Email. 
 
You must click one of the links to indicate how you want the access code sent (e.g., in the Text message box seen below 
the user clicks the send to xxx-xxx-4586 link). 
 
When successful, you will gain access to Presidential's Online Banking website. If you enter the access code incorrectly, 
an error message is displayed instructing you to re-enter the access code. 
 
If challenge questions are available, you may always select the “click here” link under Having Trouble? (as seen below) 
to use your challenge questions as an alternative method, if available. 
 

 
 
Please be aware that what is sent to you is a temporary access code. After 15 minutes, it expires and you have to request 
a new access code. 
 

 
 
 
 
OTP via Text Message 
Clicking the send to xxx-xxx-4586) link sends the access code to your mobile device as a text message. You enter the 
access code in the field provided and then click the Continue button to access Online Banking. If you didn't receive the 
access code, you can click the link to have it sent again. 
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OTP via Automated Voice Call 
A recorded message with the access code will be sent to your phone. Enter the access code in the field provided and click 
the Continue button to access Online Banking.  You also have the option of having the access code resent if you 
encounter a problem receiving it the first time. 
 

 
 

 
OTP via Email 
An access code message will be sent to the email address that is on file. Enter the access code in the field provided and 
click the Continue button to access online banking. 
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OTP via Challenge Questions (Mobile Banking only) 
If needed, you can always select the “click here” link under Having Trouble? to use your challenge questions as an 
alternative verification method, if it's available for you.  
 
You will answer the challenge questions that you have previously set up and click the Continue button to access Online 
Banking. 
 

 
 

 
Presidential Generated OTP 
If you are still having trouble getting an access code, you can contact Presidential Bank who can generate an OTP for you. 
You should then click the link next to “Did you get an access code from us over the phone?” (as seen below), enter the 
access code in the field and click Continue. 
 

 
 

 
Skip Extra Security Measures 
When you successfully enter the access code and click Continue, a screen will display asking you if you want to skip this 
extra step when logging in from that computer. 
 
If it is your home computer or your personal work computer, you should select the Yes radio button and click the Login 
button to access Online Banking. 
 
If the computer is used by the general public, such as a library or school computer, you should select the No radio button. 
Clicking the Login button launches online banking. 
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Login Security Management 
 
Contact information changes from time to time.  You can go to your User Options page to edit your Login Security 
information. This means you must already be successfully logged into the system in order to edit your information. 
 
Just click the link indicated below to get started. The Login Security edit page is almost exactly like the Login Security 
setup page. 
 

 
 

 
Editing SMS Text numbers 
To edit a number activated for text messaging, you click the Change number link.  You can then type in a new number 
and go through the process of activation (described earlier). This will deactivate the previous number. The flow is the 
same as the Login Security setup page. 
 
If you want to delete a number, you can just click the Delete link. Since deleting immediately deactivates the phone, an 
Are you sure you want to delete? message appears to make sure you meant to click the Delete link. 
 
If you click Yes, the number is deleted (a 'number deactivated' message is sent to the phone) and the row is removed from 
the screen. If the number deleted was the last number in the list for text messaging, a blank row is displayed. 
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Editing Automated Voice Call numbers 
You may simply edit existing numbers with a new value and save the changes. If you no longer want a number, you can 
simply delete the field values and then click the Save button at the bottom of the screen. If you have not yet reached the 
maximum phone numbers allowed, an Add another phone number link is displayed. 
 

 
 

 
Editing Email Addresses 
You may edit existing email addresses as needed and save the changes. If you no longer want an email, simply delete the 
value in the field and click the Save button at the bottom of the screen. 
 
If you have not yet reached the maximum number of email addresses allowed, an Add another email address link is 
displayed. 
 

 
 

 
Editing Challenge Questions (Mobile Banking only) 
You can change your existing challenge questions as needed and save the changes. You can simply click the setup new 
questions and answers link in the Q&A section. 
 
The area refreshes to display the Q&A fields. Focus is placed on the first answer drop-down.  You must either 1) provide 
new questions and answers or 2) click the Keep using my old questions and answers link to revert to the old ones. 
 
You also have the option of selecting the checkbox to indicate you no longer want to use challenge questions. 
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Editing the Extra Login Security section 
When you visit the Login Security management page in User Options, the Extra Login Security authorization options are 
pre-filled according to the current setup on the machine being used. 
 
You are able to: 

 Check or deselect the Yes, I want extra login security checkbox. This checkbox only displays if Login Security 
is an optional feature. 

 Change the setting for the current computer by selecting a radio button (Private or Public) 
 Reset all of my computers to public and use extra login security by selecting the checkbox at the bottom of the 

screen 
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When you have completed editing the screen, clicking the Save button displays the confirmation screen on the following 
page.  In addition to reviewing any changes you may had made, you can then change any email address or phone number 
that is currently on file.  When finished on the page, you can click one of the links at the bottom of the screen to either go 
back to User Options or go to their Accounts Summary page. 
 

 
 

 
Other Uses 
The login security one-time access code will also be used for the Forgotten Password functionality. In this scenario you 
have forgotten your Online Banking password and have clicked the Forgot your password? link on the Log In screen. 
The following now occurs: 

1. You are presented with a screen where you enter your regular Online Banking User ID (or Alternate ID) and then 
click the Continue button. 

2. You select how you want to receive your one-time access code (Text, Voice or Email) by clicking the link. 
3. You enter the access code in the field provided and clicks Continue. 
4. You then set up your new password by entering the password, then re-entering the new password and clicking 

Continue. 
5. The system issues a congratulations message with a Go to Login button that returns you to the Online Banking 

Log In screen. 
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